MpunoxeHne N 1
NMAMATKA
Ons oeYYAKLWMxXcA o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HEJTIb3A
1. Bcem noapsa coobuwiate CBOK YacTHYH MHopmauuio (Hactoswmue nms, hamunuio,
TenedoH, agpec, HOMep LWKOSbI, a Takke dpoTorpadmm CBOWU, CBOEN CEMbU U ApPY3eEN);
2. OTKpbiBaTb BrIOXEHHble (ansibl  SNEKTPOHHOW MOYThbl, KOrga He 3Haelb
oTnpaBuUTenNs;
3. [pybutb, npuaupaTtbCs, OKasblBaTb [AaBrfieHMe - BeCcTU cebs HEeBEeXMBO U
arpeccuBHO;
4. He pacnopsikancss geHbramum TBOeEW cemMbu 6e3 paspelleHunsa cTaplumMx - Bcerga
cnpawuBaun pogurtenem;
5. He BcTpevainncsa ¢ VIHTepHeT-3HaKOMbIMW B pearibHOM >XU3HWU - MOCOBETYMUCS CO
B3POCIbIM, KOTOPOMY JOBEPSAELLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewsb o cebe HenpaBay B MIHTepHeTe - coobLum 06 aTtom
CBOMM pPOAUTENAM UMW ONEKyHaM;
2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, OOMEHNBaTLCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pOCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTM M MPUBATHOCTU, YTOObI He MOTEPATb CBOU
aKkKayHTbl B coLCeTaAX U ApyrMx noptanax.
MOXHO
1. YBaxaun gpyrux nonb3oBarernen;
2. Nonb3yewbca VIHTEPHET-UCTOYHUKOM - Aenain CCbIfKy Ha Hero;
3. OTKpbIBal TONbKO T€ CChISIKM, B KOTOPLIX YBEPEH;
4. ObwaTbCs 3a NOMOLLLIO B3POCHbIM - pOAUTENN, ONEKYHbI N aAMUHUCTPaUNS CanToB
BCerga nomoryT;
5. Tlponan obyyeHne Ha caunte "CeTeBMYOK" M nonyynm nacnopT uUMdpPOBOro
rpaxgaHuHa!

MpunoxeHne N 2

MHPOPMALIMOHHASA NAMATKA
and obyY4YALROLWUXCA onAdA PASMELLEHUA
HA OPULIUATIbHBIX UHTEPHET-PECYPCAX

C kaxablM roaoM MOMoAeXn B UHTEPHETE CTaHOBUTLCSA B0sbLUe, a LWKOSIbHUKN O4HN U3
caMbIX aKTMBHbIX Nornb3oBartenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO KONn4ecTsa
BO3MOXHOCTEN, MHTEPHET HeceT U npobrembl. OTa namdatka OOoSmKHa nomModb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln ~ BUPYC -  3TO  PasHOBUAHOCTb  KOMMbKOTEPHbLIX  MPOrpamm,
OTNNYNUTENBHON OCOBEHHOCTLIO KOTOPOW SABNAETCS CMOCOBOHOCTb K pa3MHOXeHu. B
AOMOMHEHWE K 3TOMY, BMPYCbl MOryT MNOBPEAUTb WM MOSHOCTBIO YHUYTOXUTb BCE
dannbl M JaHHble, NOLKOHTPOSbHbIE MOSIb30BaATEND, OT WMMEHUW KOToporo Obina
3anyuleHa 3apaxeHHas nporpaMmma, a Takke MOoBpeauTb WM Jaxe YHUYTOXUTb
onepaumoHHyl0 cuctemy co Bcemu davnamum B uenomMm. B GonblMHCTBE criyvyaeB
pacrnpoCTpPaHAITCA BUPYCbl Yepes3 UHTEPHET.
MeTogbl 3aWmThl OT BPEAOHOCHLIX MPOrpamMm:
1. cnonb3yn coBpeMeHHble OornepaumoHHble CUCTEMbI, UMeLne cepbe3Hbl YPOBEHb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;
2. lNMocTtoaHHO ycTaHaBnuBan nadyTn (UMAPOBBIE 3annaTky, KOTOpPble aBTOMaTUYEeCKM
yCTaHaBnMMBalTCA C LUenblo AopaboTku nporpamMmmbl) M Apyrme OOHOBMEHUS CBOeu



onepaunoHHon cuctembl. CkaunmBanm X TONbKO C odmumanbHOro canta paspabotymnka
OC. Ecnu cyliecTtByeT pexnum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN €r0;

3. Pabortam Ha cBoeM KOMMbKOTEPE MOA4 NpaBamMu nonb3oBaTens, a He
agMuHUCcTpaTopa. 3TO He no3BONUT  OOMbLUMHCTBY BPEAOHOCHBIX  Mporpamm
WMHCTannMpoBaTbCs Ha TBOEM NepCOHarbHOM KOMIMbIOTEPE;

4. Vlcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl U3BECTHLIX Npou3BoauTenen, ¢
aBTOMaTU4eCcKnM obHoBMNeHneM 6as;

5. OrpaHunyb om3nyeckmin 4OCTYN K KOMMNbIOTEPY AS1s1 NOCTOPOHHUX NNL;

6. Mcnonb3ymn BHELLHWE HOCUTENM MHpopMaLnn, Takue Kak drieLuka, gUcK unu gamn ms
WHTEpPHETa, TOSbKO U3 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTkpblBa KOMMNbOTEPHbIE (PaNnbl, MNOMYYEHHbIE U3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dpannbl, KOTOpble NpUcnan TBOW 3HaKOMbIW. Jly4lle yTOYHU Y Hero, oTrnpaBnasn
nn oH Tebe nx.

Cetn WI-FI

Wi-Fi - 370 He BMA nepedayn OaHHbIX, HE TEXHOMOMMA, a BCEro nuwb GpeHn, mapka.
Ewe B 1991 rogy HuMaepnaHackas komnaHusa 3apernctpuposana 6peng "WECA", uto
obosHavano cnosocoyeTaHne “"Wireless Fidelity", koTopbii nepeBoguTCA Kak
"GecnpoBogHas TOYHOCTL".

[lo Hawero BpemeHu fowrna apyras abbpesuatypa, KoTopas ABNAETCS TakoW e
TexHonornen. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHMe OGbINIO AAaHO C HAMEKOM Ha
cTaHOapT Bbiclien 3BykoBoM TexHuku Hi-Fi, 4To B nepeBoge o3HayaeT "BbiCOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN UHTEPHET-OOCTYN B Kade, oTensax 1 aspornoptax ABngeTcs oTinYHOn
BO3MOXHOCTbIO BbIXoA4a B MWHTepHeT. Ho MHoOrMe akcneptbl CYATAKOT, YTO
obwenoctynHole Wi-Fi ceTn He aBnstoTcs 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepaBan cBOKW NUYHYO UHGOpMauuio yepes obwenoctynHele Wi-Fi cetn.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin 4OCTyna, NOrMHbI U Kakne-To HoMepa;
2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambiM Tbl
obe3onacuub cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;

3. lNpu wucnonb3oBaHun Wi-Fi oTknoun cyHkuuio "O6wmun goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSYaHWUKD, OAHAKO HeKoTopble
nofib3oBaTesnin akTUBUPYIOT ee Ang yaobcTea ncnonb3oBaHnda B pabote unm yyebe;

4. He wncnonb3yn nyonuuHbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep Ans
BbIX04a B coumnarnbHble CETU UMK B ANIEKTPOHHYIO MOYTY;

5. Mcnonb3yi ToNbKo 3alumiieHHoe coeauHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B wmobunbHom TenecoHe oTknouM  dyHkumo  "TlogknwoveHne k- Wi-Fi
aBToMaTudeckun". He gonyckam aBTOMaTUYECKOro MOAKMHOYEHUSA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOErO cornacus.

CouuanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HalLy XW3Hb, MHOrMe nogn paboTalT u XueyT
TaMm MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg YernoBeK, 4TO
ABMSETCA OOHOM CcedbMOW BCeX XuTernen nnaHeTtbl. MHorve nonb3oBaTtenu He
MOHMMAIOT, YTO MHGOPMaUMs, pa3MeLleHHass UMM B COUManbHbIX CETAX, MOXET ObITb
HamgeHa M MUCNoNb3OBaHa KeM YrogHo, B TOM 4ucre He obssaTenbHO ¢ Gnarumu
HamMepeHNaMN.,

OcHoBHble coBeTbl MO 6€30NacHOCTM B COLManbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Apy3bsX He OOMMKHO ObiTb CryYamHbIX U
HE3HaKOMbIX NOOEWN;

2. 3awumuian cBOK YacTHY XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOErO0 POXAEHUS W APYryl0 JUYHYKD  UHAOPMALMIO.  3MOYMbIWMAEHHUKN  MOTYT



MCrnonb3oBaTb Adaxe WHPOPMaUUIO O TOM, Kak Tbl U TBOM poauTeEnu nnaHupyete
NPOBECTU KaHWUKYIbI;

3. 3awmuwan ceo penytaumio - AepXn ee B YACTOTE U 3agaBan cebe BONpocC: XoTen
Obl Tbl, YTOObLI Apyrve nonb3oBaTenu BUOENu, YTo Tbl 3arpyxaews? Nogyman, npexae
4YeM 4YTO-TO onyGnMKoBaTb, HANUCaTb U 3arpy3nThb;

4. Ecnn Tbl rOBOpULLL C JOObMU, KOTOPbIX HE 3Haellb, HE UCMONb3yM CBOE peasibHoe
UMS 1 OPYTY0 NUYHY0 MHpOpMaLUKN: UMS, MECTO XUTENbCTBA, MeCTO y4ebbl 1 NpoYee;

5. N3beran pasmelueHnsa cotorpadui B IHTEpHETe, rae Tbl N300paXkeH Ha MEeCTHOCTH,
Mo KOTOPOW MOXHO onpeaennTb TBOe MeCTOMONOXEHNUE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOOUMO UCMONb30BaTh CIOXHbIE NAPONX,
cocrosime n3 6ykB 1 LGP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTu, NOYTbl U APYrMX canToB HEOOXOAMMO MCMNONb30BaTh pa3Hble
naponu. Toraa ecnu 1ebs B3NnoMatoT, TO 3MI0YMbILLMIEHHMKN NOslydaT AOCTYN TOSMbKO K
O[IHOMY MECTY, a He BO BCce cpasy.

ONEKTPOHHbIE AeHbIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yAOOHbIM cnocob nnatexen, ogHaKO CyLLEeCTBYHOT
MOLLUEHHUWKW, KOTOPbIEe XOTAT MNOMNYYnTb 3TU AEHbIN.

ONEKTPOHHbIE AEHbIN MOSBUIIMCb COBCEM HEL4aBHO U MUMEHHO M3-3a 3TOr0 BO MHOIMUX
rocygapcrBax 4o CUX MOp He MPOMMCaHOo NPO HUX B 3aKOHaX.

B Poccun e OHM (PYHKUMOHMPYIOT M O HUX YXe NponucaHo B 3aKOHe, rae ux
pas3fnensatT Ha HECKOMbKO BMOOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3Huua B TOM, YTO
aHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTcsa nNpoBOAUTb onepauun 6e3s
noeHTurKaumm nonb3oBaTens, a B HEaHOHUMMHbIX uaeHTUMKauma nonb3oBaTens
aBnsaeTca obas3artensHon.

Takxke cregyeT pasnuyaTb 3NEeKTPOHHbIe buaTHble OeHbM (PaBHbI rOCY4apCTBEHHbIM
BantoTam) W ONEeKTPOHHble HeduaTHble [OeHbrM (He paBHbl FOCY4apCTBEHHbIM
BanTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. MNpuBsXKM K cHeTYy MOOUNbHBIM TenedoH. 3To cambin yOoOHbIA 1 BbICTPLIN cNocob
BOCCTAHOBUTb 4OCTYN K cYETY. [1puBA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOWM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn opgHopasoBble naponu. [locne nepexoga Ha YCUNEHHYKO aBTOpU3aLnto
Tebe yxxe He ByaeT yrpoxkaTb ONACHOCTb KpaXu Unu nepexasarta nnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpectynHukam OygeTr He MpoCTO yragaTb CrOXHbIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKMOYalOT B cebsi CTPOYHbIE U MPOMUCHbIE BYKBbI, LMEPbI U HECKOSIbKO CMMBOJIOB,
TaKMe Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NYHbIE Ja@HHbIE HA CalUTax, KOTOPbIM HE JOBEpPHAELLb.

OneKTpoHHas noyrta

ONEeKTPOHHAas NnoYTta - 3TO TEXHOMNOMMNS 1 NpeaoCTaBnsgeMble el YyCryrn no nepecobisike u
NOSTYYEHUIO SNEKTPOHHBIX COOBLEHUI, KOTOpble pacnpefensitoTCs B KOMMbOTEPHOWN
cetn. OB6bIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMMSAUT criegylowmm  obpasom:
UMs_nonb3oBaTenda@ums_aomMeHa. Takke Kpome nepegayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepefasatb dpaunsibl.

OcHoBHble coBeTbl No Be3onacHon paboTe ¢ INEeKTPOHHOM NOYTON:

1. Hapo BbIGpaTh NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIGOP
BGecnnaTHbIX MNOYTOBLIX CEPBUCOB, OAHAKO Nydlle OOBEPSTb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NMYHOW MoYTE NMYHYKO MHopmaumo. Hanpumep, nyyuwe BbibpaTb
"My3blkanbHbIM_daHaT@" nnm "pok2013" BmecTo "tema13";

3. Vicnonb3yn AByxaTanHy aBTopu3auunio. ATO Korga NOMUMO Naposns HYy>KHO BBOOUTb
Koa, npucbinaembii no SMS;



4. Bbibepn crnoxHbln naposnb. [Ons Kagoro nodTtoBOro suka AosmkeH OblTb CBOW
HaZEeXHbIN, YCTOWYMBLIN K B3[IOMY Maporib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMYy CBOW FMYHbIM BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yh HecKonbKO MOYMTOBLIX AWMKOB. [lepBblM A58 YaCTHOW Nepernucku ¢
agpecatamu, KOTOpbIM Tbl [JoBepsielb. JTO ONEKTPOHHbIN  adpec He Hajo
MCrnonb3oBaTh NPU perucTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan ghannbl U gpyrne BIIOXKEHUS B NMUCbMax, Aaxe ecriv OHW npuinim ot
TBOMX Apy3en. Jlydlie yTouHM Yy HUX, OTApaBnanu nn oHn Tebe atn dpannso;

8. lNocne okoH4YaHust paboTbl Ha NOYTOBOM CepBUCE MNepeq 3akpblTUEM BKMNadKM C
canToM He 3abyab HaxaTb Ha "Beiitun".

KnbepbynnuHr nnm supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLlieHnsiMK, coaepXawumm ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbLIO
pasrinyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocancs B 6on. Jlyywmin cnocob: nocoBetoBaTbCA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCnoKoMTbCA. Ecnv Tbl HaudHelb
oTBeYyaTb OCKOPONeHusMM Ha ocKOpOneHusi, TO TONbKO elle Bornblle pasoXkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytauuen;

3. AHOHMMHOCTb B ceTu MHMMasg. CyllecTBYlOT CNocobbl BbISCHUTb, KTO CTOUT 3a
aHOHVMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynUraHckum obpas BUpTyanbHOW Xn3Hn. IHTEpHeET cdmkcupyeT Bce
TBOM OENCTBUS U COXpaHseT nx. Yoanutb ux dyaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBo BUPTYarbHY YECTb CMOSIOAY;

6. WrHopupyn enuHunyHbIN HeraTuB. OpgHopas3oBble OcCKOpOUTenbHble CoOoOLLEeHUs
nyywe urHopuposatb. OBbLIYHO arpeccus npekpawlaeTca Ha HayanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLUEHNAMU, B
coumanbHbIX CeTAX €eCTb BO3MOXHOCTb ONOKMPOBKM OTNpaBKM  COOOLUEHUA C
onpeaesieHHbIX aapecos;

8. Ecnmn Tbl cBupgetenb kubepbynnuHra. TBOM [OEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTensl, MokasaTb €My, 4YTO €ero [OeucTBuUS OLEHUBAlTCH HeraTuBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa NCUXONormyeckas noMoLLb, COOOLNTL B3POCIIbIM
0 hbakTe arpeccmBHOro NOBEAEHNS B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble CMapT(OHbl M nnaHweTbl cogepxat B cebe BMOMHE B3POCIbIN
YHKUMOHAs, 1 Tenepb OHU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHLIMWU KOMMbIOTEPAMMN.
OpHako, cpeacTB 3awwmThl AN NOAOBHbLIX YCTPOMUCTB Noka o4YeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCMBHO, kak ans MK, To xxe camoe
KacaeTcsa 1 MOBUNbHbBIX NPUITOXEHNNA.

CoBpemMeHHble MObOUIbHble Opay3epbl  yXXe NpakTUYECKU [OOrHanm HacTosbHble
aHarnoru, ogHako paclmpeHne yHKUuMoHana BrneyeT 3a cobon BOorbLUYy0 CIOXHOCTb U
MEHbLUYH 3aLLULLEHHOCTb.

[laneko He Bce Npou3BOAUTENN BbINyCKalOT OOHOBMEHUS, 3aKpblBaloOLNE KpUTUYECKME
YSI3BMMOCTU OJ151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUbHOro TenedoHa:

Huyero He sBnsieTca no-Hactoswemy 6ecnnaTHbeiM. Byab ocTopoxeH, BeAb Koraa tebe
npegnaratoT 6ecnnaTtHbli KOHTEHT, B HEM MOryT ObiTb CKPbITbl KakuMe-TO nraTHble
ycnyru,

Adyman, npexage yem otnpaBute SMS, ¢oTO Mnn BMAEOo. Thbl TOYHO 3HaeElb, r4e OHU
O6yayT B KOHEYHOM UTOre?



Heobxoaumo 06HOBNATL ONepaLMOHHY0 CUCTEMY TBOEro CMapTdoHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 4511 MOBUIbHBIX TENE(OHOB;

He 3arpyxan npunoxeHns OT HEU3BECTHOrO UCTOYHUKA, Bedb OHWU MOTyT cogepxaTtb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

[Mocne TOro kak Thbl BbIMAELWb C canTa, rge BBOAWUI NUYHYIO MHOpMauuo, 3anan B
HacTpownku bpaysepa n yganm cookies;

Mepunoaunyeckn npoBepsiv, Kakne nnaTHble YyCrnyru akTMBUPOBaHbl HA TBOEM HOMEPE;
[aBain cBO HOMEpP MOBUABHOrO TenedoHa TONbKO NIOASM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nonb3yellbes. He 3abbiBan nHoraga
NpoOBepPATb 3TO.

Online wvrpbl

CoBpeMeHHble OHManH-Urpbl - 3TO KpacOYHble, 3axBaTbiBalOLLUME pa3BrieYeHus,
00beMHALWME COTHM ThICAY YeroBek no BceMy Mupy. Vrpokun nccnenyot JaHHbIA UM
MUp, obLwalTca Apyr C OPYroM, BbIMOMHAKT 3a4aHus, CpaXakwTcs C MOHCTpaMu U
nony4arT onbiT. 3a YyOOBOMbCTBME OHW NNATAT: MOKYNakT AUCK, OnsfadmsBatoT
aboHemeHT nnun npuobpeTaroT Kakme-To Onunn.

Bce aTu cpeactBa mayT Ha nogdepXaHue W pasBUTUE UMPbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPU3aLNK, BbIMYCKAOTCS HOBbIE MaTyu
(umdppoBble 3annaTtku A48 NPorpamMmMm), 3aKpbliBatOTCA YSA3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTOSIbKO CBOUX COMEPHUKOB, CKONMBbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aumm 60MbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6e30MacHOCTN TBOErO UFPOBOIrO akkayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unm cosgaet Tebe HENPUSATHOCTK, 3abroKnpyn
€ro B CMnCKe UrPoKoB;

2. [loxanynca agmMuyHucTpaTopamM Wrpbl Ha nroxoe MnoBedeHne 3TOro MUrpoka,
XernaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan niM4Hyt0 MHopMaLmio B npodansie urpbl;

4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble naTin n Mogbl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKNOYaTb aHTMBMpPYC. [1oka Tbl uUrpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

PULINHT NN Kpaxa NNYHBIX OAHHbIX

O6blyHOM Kpaxen AOeHer U OOKYMEHTOB CErofdHsa YXe HUKOro He yauBULb, HO C
pasBUTMEM WHTEPHET-TEXHOMNOMMN 3MOYMbILLIIEHHUKN NEPEMECTUNIUCE B UHTEPHET, U
NPOAOSKaKT 3aHMMaTbCs "NodMbIM" genom.

Tak nosiBuNacb HoBasi yrpo3a: UHTEPHET-MOLUEHHUYECTBA U (DULLNHT, FMaBHas uerb
KOTOPOro COCTOUT B MOSyYEHUN KOHMUAEHUMANbHbLIX [AaHHbIX Mofnb3oBaTenen -
NnornHoB 1 naponen. Ha aHrnuickom s3bike phishing untaetca kak dpuwmHr (ot fishing -
pblbHas noens, password - naporsb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHkeTa 6Obina
B3NoMaHa, To HeobxoaMmo 3abrnoknpoBaTb €e 1 coobLNTbL agMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yn 6Ge3onacHble BebG-CanWTbl, B TOM 4UCRE, WHTEPHET-mMarasvHoB W
NMOUCKOBbLIX CUCTEM;

3. Micnonb3yn crnoxHbele 1 pasHble naponu. Takum obpasom, ecnu T1ebsa B3nomaroT, TO
3M10YMbILLIEHHUKM NOSyYaT SOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMUIIO B CETU, a HEe KO
BCEM;



4. Ecnn 1ebsa B3nomanu, TO HeobGXoAMMO npenynpeauTb BCEX CBOMX 3HAKOMbIX,
koTopble AobaBneHbl y Tebs B Opy3bsax, O TOM, YTo Tebs B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCa Cnam M CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;

6. OTkno4YKn coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan ¢hannbl U gpyrne BIIOXKEHUS B NMUCbMax, Aaxe ecriv OHW npuininm ot
TBOMX Apy3en. Jlydlie yTouHM Yy HUX, OTApaBnanu nn oHn Tebe atn dpanns.

Lndposag penytaums

LincppoBas penytaums - 9T0 HeraTMBHasa Uiy Nno3nTMBHasa nHdopmaumsa B cetn o Tebe.
KomnpomeTupytowaa nHpopmaumns, pasMelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
o6pa3omM oTpasnTbCs Ha TBOEW pearnbHOW xu3Hu. "LindpoBasa penytaumnsa" - 310 TBOW
UMUK, KOTOPbIN dopMmnpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCTO XuTenbCTBa, Yy4yebbl, TBOE (pMHAHCOBOE MONOXeHWE, OCOBEHHOCTH
Xapakrepa 1 pacckasbl 0 65IM3KNX - BCe 3TO HaKanMBaeTCcs B CETU.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukauum nMYHOW MHopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCrneAcTBUA. Thl Jaxe He CMOXeLlb JoragaTtbes
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux doTtorpacdovim u apyrme OencTBuUs MOryT He
MCYE3HYTb Jaxe Mnocrie Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHwun 3Ty
MHopMauuio, nonasia fiv oHa B MOUCKOBbIE CUCTEMBbI U COXpaHunacb NI OHa, a
rmaBHOE: 4YTO nogymalroT O Tebe OoKpyxawlime noan, KOTopble HanayT M yBUOAT 3TO.
Hantn nHgpopmaumo MHOro net Cnycta cMoxeT Nobon - Kak U3 4obpbix NodyxaeHUn,
Tak U C HAMepPEHMEM MPUYNHUTE Bpea. OTO MOXeT BbITb KTO YrogHo.

OcCHOBHbIe COBETbI NO 3aLuMTe LMPPOBON penyTaummn:

1. Nogyman, npexane 4em 4TO-TO NybrnMkoBaTb M nepenaBaTb y cebst B 6riore vnn B
couunanbHOn ceTu;

2. B HacTponkax npocumnsa ycTaHOBU OrpaHMYeHNa Ha NPOCMOTP TBOEro Npodounsa u ero
COAepXMMOoro, caenamn ero TofnbKo "gns apysen”;

3. He pasmewan n He ykasbiBan MHpOpMaLMO, KOTOpas MOXET KOro-nnmbo ockopbnatb
nnm obwxaTb.

ABTOpPCKOe npaBo

CoBpeMeHHble LUKOMBbHUKM - aKTUBHble MONb30BaTeNu LMGPOBOro MNPOCTpaHCTBa.
OpHako ganeko He BCe 3HAKT, YTO NOSMIb30BaHME MHOTMMW BO3MOXHOCTAMU LIMCPpOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNNeKTyanbHyt CO6CTBEHHOCTb.

TepMunH "MHTenNnekTyanbHass COOCTBEHHOCTb" OTHOCUTCS K pPasfiMyYHbIM TBOPEHUAM
4YerioBeYeCKOro yMa, HauuHasi C HOBbIX W300peTeHM WU 3HakoB, OOO3Ha4aroLLMX
COBCTBEHHOCTb Ha MNPOAYKTbI M YCNyrM, W 3akaHumBasi KHuramu, doTorpadusamu,
KMHOUIbMaMn 1 My3blKanbHbIMU NPON3BEAEHNSIMNA.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPON3BEAEHMS
HayKu, nMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalOT B Ka4eCTBe rapaHTum
TOro, YTO UHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
crnpaBeasiMBble BO3MOXHOCTM 3apabotaTb Ha pesynbTaTax CBOero TpyAda, nosiyyvTb
N3BECTHOCTb 1 Npu3HaHune. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovsBedeHune, pacnpocTpaHaTb, MNy6fMYHO [OEMOHCTpUpoBaTb, MpoAaBaTh,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyOrnmMyHO WUCNOMHATb, NOKa3blBaTb/UCMOMHATbL B
achupe unm pasmewiatb B VIHTEpHETE.

Ncnonb3oBaHue "nupatckoro” nporpammMHoro obecnevyeHms MoXeT NPUBECTU K MHOTUM
pUCKaMm: OT NOTEPU OaHHbIX K TBOMM akkayHTam A0 OOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBMEeHa HeneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYyLLECTBYOT
neranbHble U BecnnaTHble NPOorpaMmbl, KOTOPbIE MOXXHO HAaWUTU B CETU.

O noprane



CeTeBUYOK.pp - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXelWb Yy3HaTb O
6e3onacHOCTM B CETU MOHATHbIM WM LOCTYMNHbIM A3bIKOM, @ MpU BO3HUKHOBEHUN
KPUTUYECKON cuTyauum obpaTutbCa 3a COBETOM. A Takke MNpUHATb yvacTue B
KOHKypCax 1 cTaTb camMbIiM LMPPOBLIM rpaxgaHuHom!

Mpunoxexne N 3
NAMATKA AnA POAUTENEN OB UH®OPMALIMOHHON BEE3ONACHOCTU OETEN
OnpepgeneHne TepMmuHa "mHpopmaumoHHaa ©es3onacHOCTb [OeTen" coaepXxuTca B
depepansHoMm 3akoHe N 436-®3 "O sawmte geten OT MHopMaUUN, NPUYUHSAIOLLEN
Bpen UX 300POBbLI0 U Pa3BUTUID", perynmpyrowmMM OTHOLLEHUS, CBA3aHHbIE C 3alLUTON
aeten ot uHopmauuu, NPUYUHAIOWEN Bped WX 300pOBb0 M (MNK) pasBUTUIO.
CornacHo gaHHOMy 3aKOHy "MHdOpMauMOoHHaa 6e3onacHoCTb AeTen" - 3TO COCTOSAHUE
3alMLLEHHOCTN, MPU  KOTOPOM OTCYTCTBYET PUCK, CBS3aAHHLIN C MNPUYNHEHUEM
MHopMaumnen Bpena ux 3g4opoBbo U (UM) PU3N4YeCcKoMy, NCUXNYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 wuHdopmauuen, npuymHsoWen Bpen
3[0POBbIO U (MNN) Pa3BUTUIO OETEN, ABMSETCA:
1. NH(popMaums, 3anpeLLeHHasa s pacnpocTpaHeHnsa cpean neTeu;
2. NHopMmauma, pacnpocTpaHeEHNE KOTOPOW OrpaHU4eHo cpeaun aeTten onpeneneHHbIX
BO3paCTHbIX KaTeropun.
3. K uHopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean aeTen, OTHOCUTCS:
4. vHdopmaums, nobyxgawwas geTen K COBEPLUEHUO AeNCTBUW, NpencTaBnsoLmnX
Yrpo3y WX XWU3HW U (UNn) 300pOBLI0, B T.4. NMPUYMHEHUIO Bpega CBOEMY 300POBLIO,
camoybunncray;
5. cnocobHOCTb BbI3BaTb Y AE€Ten XenaHue ynoTpebuTb HapKOTUYECKME CPeacTBa,
NCUXOTPOMNHbIE K (MNK)  ofypmMaHuBallmMe BellecTBa, TabayHble wu3genus,
ankoronbHyH M CNUPTOCOAEPXKALLYO MPOAYKUMIO, MUBO M HaNWUTKW, N3roTaBnNnBaemMble
Ha ero OCHOBE; MPUHATb yyYacTue B asapTHbIX Urpax, 3aHMMaTbCA MNPOCTUTYLIMEN,
OpOoASAKHNYECTBOM UK NONPOLLIANHUYECTBOM;
6. obocHoBbIBalOWas wnu onpasgbiBalolwlas [OMYyCTUMOCTb Hacunus 1 (unum)
Xectokoctn nmbo nobyxaarowaa OCyWweCcTBNATb HACUNbCTBEHHbIE AENCTBUS MO
OTHOLLEHMIO K NTIOASIM U KUBOTHbIM;
7. oTpuuarowasi CeMeNHbIE LLEHHOCTU U (hopMUpYIoLLas HEyBaXXeHUe K poauTeNnsam u
(Mnn) OpyrMm YneHam cembi;
8. onpaeabiBatoLLasi NPOTMBONPAaBHOE NOBEAEHUE;
9. cogepxallas HeLeH3ypHyo bpaHb;
10. cogepxalias MHpopmaLumio NopHorpadon4eCcKoro xapakrepa.
K nHdopmauum, pacnpoctpaHeHne KOTOPOM OrpaHMyYeHo cpeau aeten onpenerieHHoro
BO3pacTa, OTHOCUTCS:
1. nH(popmaums, npeacrasnsgemas B Buae M300paKeHuUs UM OnmMcaHus XXeCTOKOCTMU,
duamyeckoro un  (MNKM)  NCUXMYECKONO  HAcunusl, NPECcTYnNeHus WM  UHOro
aHTMObLLLECTBEHHOIO AENCTBUS;
2. Bbi3blBaKOLWas y AeTen CTpax, yXac Unu NaHuKy, B T.4. NpeacTtaBnsiemas B Buae
N300paXkeHna UM OnNucaHuUs B YHWXKAIOLWEN 4YeroBeyeckoe [AOCTOMHCTBO dhopMme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHusa, camMoOybUNCTBa, HECYaACTHOro cry4as,
aBapuu nnu katactpodbl 1 (UKN) UX NOCNEACTBUN;
3. npeacrtaBnsemas B BUAe M300paxXeHUs UM OnucaHus NosioBbiX OTHOLLEHU MexXay
MY>KYMHOW U XXEHLLMHOW,
4. cogepxalwas OpaHHble crnoBa W BblpaXeHWsl, HEe OTHOCALUMECHA K HeLEeH3ypHOW
OpaHu.
C ydyetom aTtoro Bam npegnaratotca npasuna paboTtel B cetn WHTepHeT Aans
PasfiMyHbIX BO3PACTHbIX KaTeropun, cobrnogeHne KOTOpbIX MNo3BONUT obecneyunTtb
NHOpPMaLNOHHYI0 6Ge30NacHOCTb BalLnX AETEN.



O6wume npaBuna gna pogutenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ymTe nporpammHoe obecneyeHue,
nomorawulee uNbLTPoOBaTb U KOHTPONMPOBaTb WMH(OPMaLUO, HO He noriaranTechb
NMOSTHOCTbIO Ha Hero. Bawe BHUMaHue K pebeHky - rmaBHbI MeToq 3aLmThl.

2. Ecnn Baw pebeHOK wnmeeT akkayHT Ha OQAHOM U3 coumanbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaATENbHO U3y4uTe, KaKyto
MHpopMaumnIo NomMeLlarT ero y4yaCcTHUKM B CBOMX npodmnsax u 6norax, Bkno4vas
doTorpacun n BUAEO.

3. lNpoBepbTe, C KakMMU ApyrMMW canvTamu CBHA3aH coumanbHbli cepBuc Bawero
pebeHka. CTtpaHudkm Bawero pebeHka mMoryT ObiTb 6e3onacHbiMW, HO MOTyT W
coepaTtb CCbIfIKM Ha HexernaTtesnbHble U OnacHble canTbl (HanpuMep, NOPHOCAaNT, UK
canT, Ha KOTOPOM Opyr YNOMWUHAET HOMep coToBoro TenedoHa Bawero pebeHka nnu
Baw gomawHun agpec)

4. Moowpsante Bawmx geten coobuiate 060 BCeEM CTPaHHOM UM OTTarNKMUBaKLWEM U HE
CNULLKOM OCTPO pearnpymuTe, Korga OHW 37O AenatoT (M3-3a onaceHusi NoTepsaTb SOCTYnN
K WHTepHeTy OeTu He roBOpAT poauTensm o npobnemax, a Takke MOryT HayaTb
ncrnonb3oBaTth VIHTEpPHET BHE JOMa U LUKOMbI).

5. byabTe B Kypce ceTeBou xn3Hn Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bs B
MHTepHeT Tak Xe, Kak MHTepecyeTecb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 o 8 net

B UHTepHeTe pebeHoK cTapaeTcsl NOCEeTUTb T€ UIN UHblEe CalTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha MocCeLleHne KOTopbIX OH He nonyyun 6bl oT poautenen. oatomy
pooutenamMm ocobeHHO nofie3Hbl ByayT Te OoT4eTbl, KOTOpble NpeaoCTaBMsTCA
nporpaMmamMm Mo OrpaHuYeHuto ucnonb3oBaHus WHTepHeTa, T.e. Poauntenbckun
KOHTPOSIb UIK TO, YTO Bbl CMOXeTe yBUAETb BO BpeMeHHbIX hannax. B pesynbTaTte, y
pebeHka He OyaeT OWyLIEHUs, YTO 3a HUM BedeTCs MOCTOSIHHbLIA KOHTPOSb, OAHAKO,
poautenn ByayT no-npexHeMy 3HaTb, Kakue cauTbl nocellaetr ux pebeHok. [etu B
AAaHHOM Bo3pacTe o6nagarwT CUIbHbIM 4YyBCTBOM CEMbW, OHW [LOOBEPYMBbLI U HE
COMHeBatloTcAa B aBToputeTax. OHK NobAaT urpaTb B ceTeBble UrPbl U NyTeLecTBOBaTb
no WHTEepHETYy, MUCNONb3ys 3MEKTPOHHYK MOYTY, 3aXOAWTb Ha CalTbl M 4aTtbl, He
pekoMeHA0BaHHbIE pOoaUTENSMU.

CoBeTbl No 6e3onacHocTn B cetn IHTepHeT ans geten 7 - 8 net

1. Co3ganTe cnMCOK OOMaLUHUX npaBun noceweHust HTepHeTa npu yqactum geten u
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte oT Bawero pebeHka cOBNOAEHUA BPEMEHHbLIX HOPM HaxOXAEHWA 3a
KomnbtoTepoM. [NokaxuTe pebeHky, 4To Bbl Habnogaete 3a HUM He NOoToMy 4TO Bam
3TO Xo4eTcs, a NnoToMy 4YTo Bbl Gecnokontecb 0 ero 6es3onacHOCTM U Bcerga roToBbl
€My NMoMoub.

3. KomnbloTep ¢ nogkntodeHnem K MIHTepHeTy OOMmKeH HaxoguTbCcs B obLen KoMHaTe
nog NPUCMOTPOM PoaUTESEN.

4. VicnonbaynTe cneumanbHble AeTCKME MOMCKOBbIE MaLUUHBbI.

5. Ncnonb3ynTe cpencrtea GMOKMPOBaAHUSA HEXENATENbHOIO KOHTEHTA KaK LOMOMHEHne
K cTaHAapTHOMY PoauTenbCcKkoMy KOHTPOJSTH.

6. Co3pganTte CeMenHbI SMNEKTPOHHbIA SALWMK, YTOObI HE MNO3BONMUTL OETAM WMMETb
cobCcTBEHHbIE agpeca.

7. bnokupynTte gocTtyn K caMtam ¢ 6ecnnaTtHbIMW MOYTOBBLIMU SALLMKAMU C MOMOLLbIO
COOTBETCTBYHLLEINO NPOrpamMmMHOro obecneyeHus.

8. [lpuyunte peten coseToBaTbca C Bamu nepen onybnvkoBaHuemM Kakon-nnbo
MHOpPMaUUKN cpeacTBaMy INEKTPOHHOM MOYTbI, YaTOB, PErMcTpauuoHHbIX GOpM W
npodunen.

9. Hayunte peten He 3arpyxaTb pannbl, nporpammbl UnNu My3blky 6e3 Bawero
cornacusi.



10. He paspewante pgetam uWcnonb3oBaTb CnyXkbbl MrHOBeHHOro obmeHa
COOOLLLEHNAMMN.

11. B "6enbIin" cnucok canToB, paspeLLEeHHbIX AS1si NOCELLEHNS, BHOCUTE TONbKO CaMThl
C XOpoLlen penyTaumnen.

12. He 3abuiBante B6ecegoBatb ¢ geTbMu 06 Mx Opy3bsx B VIHTepHeTe, kak ecnu 6bl
peyb LWna 0 Apy3bsX B pearnibHOW XU3HMW.

13. He penante "taby" 13 BONPOCOB NOMOBON XWN3HW, TakK Kak B VIHTepHeTe aeTn mMoryT
Nerko HaTKHYTbCA Ha NopHorpaduio UnNn canTsl "ansa B3pocrbIx".

14. TMpuyunte Bawero pebeHka coobuwaTb BaMm O NOObLIX yrpo3ax unuM Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOoM. OcTaBanTeCb CMOKOWMHBbIMW M HarnOMHUTE LETSM, YTO OHU B
GesonacHoCTM, ecnn camMu pacckasanM Bam O CBOMX TpeBorax. [loxBanute ux wu
NOCOBETYNTE NOOOWTM eLLe pa3 B NOAOOBHbIX CriyyYasix.

Bospact geten ot 9 go 12 nert

B gaHHOM BO3pacTe AeTu, Kak NpaBumo, YXXe HachnbllwaHbl O TOM, Kakad MHdopmMauus
cywectsyeT B WNHTepHeTe. CoBepLUEHHO HOPMasnbHO, YTO OHU XOTAT 3TO YBUAOETD,
npo4vecTb, ycnblwaTtb. [Mpy 39TOM HYXHO MNOMHUTb, YTO AOCTYN K HexenaTernbHbIM
MaTtepuanam MOXHO nerko 3abnokupoBaTb MpM MNOMOLM cpeactB PoauTenbckoro
KOHTPOIS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Cosgante CnNMCOK AOMAaLLHMX NpaBun noceweHus VIHTepHET npu yvyacTum geTten u
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobnogeHnsi HOpM HaxoXOEHNS 3a KOMMbIOTEPOM.

3. Habnogante 3a pebeHkoMm npu paboTe 3a KOMMbTEPOM, NOKaXuTe emy, 4YTo Bbl
Becnokontecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NOMOLLb.

4. KomnbtoTep € nogkntoydeHnem B VIHTEpHET OOMmKeH HaxoauTbca B O6Llen KoOMHaTe
nos NpUCMOTPOM poanUTENEN.

5. Ncnonb3ynTe cpencrtea 60KMPOBaHUSA HeXenaTerbHOro KOHTEHTa KakK LOMOfNHEeHne
K cTaHAapTHOMY PoamMTenbCKkoMy KOHTPOITH.

6. He 3abbiBanTe npuHUMaTb HENOCPEACTBEHHOE Yy4yacTue B XU3HU pebeHka,
B6ecepoBaTb C AeTbMK 06 X apy3bsax B HTepHeTe.

7. HacrtamBanTe, 4TOObl OETWM HMKOrAa He cornawanucb Ha JfMYHble BCTpeYnM C
apy3bsimu no VIHTepHeTy.

8. lMo3Bonante OeTaM 3axoauTb TONMbKO Ha canTbl M3 "Benoro" cnucka, KOTOpbIn
co3gJanTe BMECTe C HUMMW.

9. lpuyunte peTenM HUKOrda He BblgaBaTb JIMYHYKO WMHOpMaunMo cpeacTesamm
SNEKTPOHHOM  NOYTbl, 4YaTOB, CWUCTEM MIFHOBEHHOIO OOMeHa COObLLEHUAMM,
PEermcTpaunoHHbIX (POpPM, MUYHBIX Npoduriern MU Npu perncTpauum Ha KOHKYpPCbl B
NHTepHeTe.

10. Mpuy4nte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. Ob6bacHUTE
MM, YTO OHM MOTYT CIyYaMHO 3arpy3vTb BUPYCbl UMW OPYroe HexenaTenbHoe
nporpammHoe obecneveHue.

11. Cos3panTte Bawemy pebeHKy OrpaHuMYeHHyK YYeTHYK 3anucb And paboTbl Ha
KoMMbloTeEpe.

12. lMpuyunte Bawero pebeHka coobwaTtb Bam O nobbIX yrpo3ax wunu TpeBorax,
cBs3aHHbIX ¢ MIHTepHeTOM. HanomHuTe getsam, 4to oHM B 6e30nacHOCTWU, ecrivm camu
pacckasanu Bam O CBOMX TpeBOrax u onaceHusix.

13. PacckaxuTte getsm o nopHorpadumn B IHTepHeTe.

14. HacrtamBamte Ha TOM, 4TOObI OEeTM NpegocTaBnAnM BaM OOCTYN K CBOEK
3NEKTPOHHOM NMoYTe, YTOOLI Bbl yOEaAUMCh, YTO OHM He 0BLarnTCa C He3HaKoMLUaMu.
15. O6bAcCHMTE [eTsM, 4YTO Henb3s WCNonb3oBaTb CETb AN XYNUraHCcTBa,
pacrnpocTpaHeHusi CNneTeH Unn yrpoas.

Bospact geteun ot 13 go 17 net



B aTOoM BO3pacTe nogpoCTKM akTUBHO WUCMOMb3YT MOUCKOBbIE MaLUWHbI, MOJSIb3YHTCA
3NIEeKTPOHHOM MNOYTON, cnyxb6amu MrHOBEHHOro obMeHa CoobLEeHMsSMN, cKadnBaroT
My3blky U punbmbl. Manbyunkam B 3TOM BO3pacte Gonblle MO HpaBy cMmeTaTb Bce
OrpaHNYeHunsi, OHN XaxayT rpyboro oMopa, asapTHbIX UrP, KAPTUHOK "ansa B3pocnbIX".
[eBoykn npegnouymTaloT obwaTtbCa B 4aTtax, NpuM 3TOM OHM ropasgo 6Gonee
YyBCTBUTENbHbI K CEKCyarnbHbIM JOMoraTtenscream B IHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTensam y)e BeCbMa CINOXHO KOHTPONMPOBaTb CBOUX
AeTen, Tak kKak 06 VIHTEpHETE OHM yXXe 3HAKT 3HAYUTENbHO BOnbLUE CBOMX POAUTESNEN.
Tem He MeHee, He oTnyckanTe pgeten B "cBobogHoe nnaBaHue" no KVHTepHeTy.
CrapanTecb akTMBHO y4yacTBoBaTh B 00LieHN pebeHka B VIHTepHeTe.

BaxHOo no-npexHemy cTporo cobnogate npaBuna WMHTepHeT-Ge3onacHocTn -
cornawleHne mexay pogutensamu n getbMu. Kpome 1oro, He06XxoanMMOo Kak MOXHO Yalle
npocmaTtpuBaTtb OT4ETbl O AesTenbHocTn geten B WHTepHeTe. CnegyeT obGpaTtutb
BHMMaHWe Ha HeobXxoOMMOCTb COAEepXaHWs pPOAMTENbCKUMX naposien (napornen
aAMWHNCTPATOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb ITUX
naponeu.

CoBeTbl N0 6e3onacHoCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospgante CNMCOK AOMAalUHMX nNpaBun nocelweHns WHTepHeTa npu  ydactuu
nogpocTkoB n Tpebynte 6GesycrnoBHOro ero BbinosiHeHusi. ObroBopute C pebeHkoMm
CMMCOK 3anpelleHHbIX canToB ("J4yepHblM cnmcok"), 4vacbl paboTbl B WIHTepHeTe,
PYyKOBOACTBO Mo obueHunio B IHTepHeTe (B TOM Yncrne B YaTax).

2. KomnbloTep C nogknoyeHnem K cetu WMHTepHeT [OofmkKeH HaxoouTbes B obuien
KOMHarTe.

3. He 3abbiBante 6ecenoBaTb ¢ AeTbMn 06 ux apy3bsax B IHTEpHETE, O TOM, YEM OHM
3aHATbl TakuM obpasom, ByaTo pedb naeT 0 Apy3bsax B peanbHon xu3Hu. CnpawmsanTe
O ngsx, C KOTOpbIMX OeTU obuarTca NocpeacTtBoM cryx® MrHoBeHHoro obmeHa
coobueHnamMmn, 4Tobbl yoeanTbCa, YTo 3TK oAU UM 3HAKOMBbI.

4. Wcnonb3ynTte cpeactesa GrNOKMPOBaHUS HEXeNnaTenbHOro KOHTEHTA Kak AOMNoSIHeEHME
K CTaHOapTHOMY PoantenbCKOMy KOHTPOSO.

5. Heobxogumo 3HaTb, KakMmu 4atamu nonb3dytotca Bawwu pgetu. [lloowpsinite
NCnonb3oBaHMe MOAEPUPYEMbIX YaTOB M HacTauBauTe, 4YToObl AeTu He obuwanucb B
NPYBaTHOM pPEXMME.

6. HactamBanTte Ha TOM, 4YTODObLI AeTW HUKOr4a He BCTpeYvanucb fIMYHO C ApY3bsMU U3
ceTn NHTepHerT.

7. Tlpuyynute peten He BbldaBaTb CBOK JUYHYHO UWHGOPMaUUo cpencreamu
9NIEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOro ObmMeHa CcoobLWeHnamu,
pPErncTpaunoHHbiX opM, NUYHbIX Npodunern M Npu perncTtpauum Ha KOHKYpCbl B
NHTepHeTe.

8. MNMpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspewweHus. O6bsicHUTe
MM, YTO OHM MOFYT CIyYalHO 3arpys3nTb BUPYCbl UMW APYroe HexenaTtenbHoe
nporpaMmmHoe obecneveHue.

9. lMpuyunte Bawero pebeHka coobwatb BaMm O nNOOLIX yrpo3ax WUNu Tpesorax,
CBSAA3aHHbIX C VIHTepHeTOM. HanomMHuTe geTtsMm, 4To OHM B HGe3onacHOCTU, ecnn camu
pacckasanu BaM, O CBOMX yrpo3ax wunu TpeBorax. [loxBanute MX M NOCOBETyUTe
nogonTK eLle pas B NoA0BHbIX criyvasix.

10. Pacckaxute getam o nopHorpacdum B NHTepHeTe. [Momorute MM 3awmnTuUTbCA OT
cnama. HayumTe noApocTKOB He BblgaBaTb B VIHTepHeTe CBOero pearnbHOro
9NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTenbHble NMMCbMa M UCNOoNb30BaTb
crneumanbHble NOYTOBbIE PUNLTPbI.

11. MNpuyunte cebsa 3HAKOMUTLCS C CanTamu, KOTOpble NoceLLaT NOAPOCTKN.

12. HayuuTe geten yBaxaTb OApYyrnx B MHTepHeTe. Yb6eamTechb, YTO OHM 3HAKT O TOM,
4YTO NpaBuIia XopoLlero NoBeaeHUs AeNCTBYIOT Be3ae - JaXe B BUPTyaribHOM MUpe.



13. Ob6bscHWTE OeTsIM, YTO HM B KOEM Ccnyyae Henb3s ucnonb3oBaTtb CeTb Ans
XynMraHcTBa, pacnpoCTpaHeHWs CNeTeH Unn yrpo3 Apyrum Nasam.

14. ObcyguTte ¢ nogpocTkamu Npobrnembl CEeTEBbIX a3apTHbIX UMP U UX BO3MOXHbIN
pUcK. HanoMHuTe, YTO AE€TU HE MOTYT UrpaTh B 3TU UrPbl COrMacHO 3aKOHY.

[MocToAHHO KOHTpoOnupynTe wucnonb3oBaHve WHTepHeTa Bawum pebeHkom! 3710 He
HapyLleHMe €ero fMYHOro MpOCTPaHCTBa, a Mepa MNPenoCTOPOXKHOCTU U MPOsiBfEHUE
Bawen poantenbckon OTBETCTBEHHOCTU 1 3a00Thl.





